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1 INTRODUCTION

Up to now, there are still many challenges in social anomaly de-
tection. Supervised methods need tag data, but it is hard to gain.
And unsupervised methods can’t guarantee the accuracy of anomaly
detection. Moreover, Dunbar and Zhou discovered that an ordinary
person’s social network is hierarchical [1, 3]. In addition, the ego-
centric network allows experts to learn about the topology and have
an intuitive understanding of the ego’s network. Besides, while
the types of social data are diverse, it is hard to design a suitable
visualization model to detect all of them.

Combining the above questions and thinks, we have designed
a novel visualization system, egoDetect, which combine the time
series and can explore anomalies from both global and local per-
spectives. We use the temporal LOF algorithm to filter the data.
Compared to the existing work [2, 4], it can detect anomalies in the
data of social networks without tags. Besides, inspired by the solar
system and the social brain hypothesis, we have designed a novel
glyph to explore an ego’s topology and the relationship between
egos and alters. It can help experts have an intuitive analysis on
egos. We also add friendly and intuitive interactions to help experts
quickly get the information they want.
2 VISUALIZATION SYSTEM IMPLEMENT

The goal of this system is to assist experts in identify and verify
anomalies of users in social networks which are lack of tags, and
provide multiple views to validate. Our system is designed as Figure
2. The interface consists of six major UI components: a) a view
mapping user’s multi-dimensional features into two-dimensional
space and showing in the feature space; b) a list of whole users’
detailed features sorted based on temporal LOF anomaly scores;
c) some statistical information for each segment; d) a novel ego
network glyph inspired by solar system for visualizing the structure
of the ego’s network and the relationship between alters and egos; e)
a statistical view representing the active time and habit of the ego; f)
a detail view to display the contact between ego and each alter and
the anomaly of each alter. In summary, a), b), c) compose our group
view, d) is our ego view, and e) and f) are our detail view.

The group view is aimed at displaying the whole picture of the
network and helping us make a preliminary classification of data.
Through the analysis of the group view, experts can pick out the
points they want to continue analyzing. And in ego view, we need
to display the relationship between the ego and all his/her alters, so
that experts can explore through a sociological perspective. With the
help of solar ego network, it is easier to analyze the topology and the
relationship between egos and alters. It is often not enough to only
provide the overall information of an ego. Sometimes anomalous

Figure 1: Top 9 users’ ego views. Decrease from left to right and from
top to bottom

egos may have no difference with others in a holistic perspective, or
we want to dig deeper about egos’ behavior with alters, and thus we
design a detail view.

3 CASE STUDY
We apply our system in the task of anomaly detection with a call
record data provided by an operator to demonstrate the effectiveness
of our system. According to statistics, this is a data set of 32,521,180
call records data involving 6,520,121 users and 751,584 local users.
First of all, we have made a preliminary exploration, shown in Figure
2 (a) & (b), we can find that most users are regarded as normal users,
while a few users are regarded as outliers who are distributed at the
edge.

From Figure 2 (b), we notice that nine egos score more than
three, and from the Figure 2 (c), the data of each segment shows a
downward trend. We also find that the number of alters with anomaly
scores less than 1 does not exceed 150, but they make up only about
6%, while the percentage of egos whose anomaly scores are less than
1.5 is about 95%, and the alters’ number of them is no more than
216, which is larger than the Dunbar’s Number. We think the reason
for this is that communication is bidirectional firstly, which means
that you may receive calls you don’t want to answer, leading to an
increase in the number of contacts. Secondly, it may be affected by
the algorithm, and there is the possibility of misclassification. We
need a deep analysis to validate.

In order to further verify the effectiveness of the system, we



Figure 2: The overview of egoDetect based on the call record data. The user interface consists of six parts: (a) the distribution of users with their
features, (b) a list sorted by users’ anomaly scores, (c) statistical information for each segment, (d) the ego network glyph inspired from solar
system, (e) the statistical view of ego’s active time and behavior, (f) the detail view about the contact between the ego with each alter.

proceed from the actual case and demonstrate the system. We have
drawn ego views of all users with ratings greater than 3. As shown
in Figure 1, their alters and calls are particularly numerous. They
mainly show two kinds of structure, either focusing on the outer
layer, showing the characteristics of advertisement users, or mainly
focusing on the inner layer, showing the characteristics of robots.
From their central radar maps, we can see that they have distinct
convex shapes.

4 CONCLUSION

We propose a novel visualization system, which has novel visual
glyphs and uses multi-view to explore, detect and analyze the
anomaly in the social network. The system analyses from macro-
scopic, mesoscopic and microscopic perspectives. We show the
abnormal situation in the online social communication network af-
ter anomaly detection from a macroscopic point of view. In the
mesoscopic view, we introduce galaxy maps, combined with the ego
central network analysis method, to display the interested users in
multi-dimensional, from the network structure, active time, alters
intimacy and other aspects to judge the abnormal degree of users.
And through the microscopic view, combined with timing, we can
evaluate the abnormal degree of users from the point of view of alters.
We also add friendly and intuitive interactions to help researchers
quickly get the information they want. We use a call record data to
demonstrate the system is beneficial for detecting abnormal behavior
in online social communication.

But limited by time and energy, our work still has a lot to improve.
Through the case study, we find that although the algorithm can
help us to mine latent anomalous egos by combining time series, it
also incorrectly classifies some normal errors. Restricted by data

sets, it is difficult for us to analyze alien alters and egos, which is
disadvantageous to our analysis.

In the future, we plan to design better anomaly detection algo-
rithms. It can make our detection accuracy higher. Besides, the
data set used in this experiment is only provided by a certain op-
erator, so there are limitations in the analysis of specific contacts.
In the follow-up experiments, we hope to deepen cooperation with
other operators, obtain more and more communication data from the
external network, and conduct more in-depth research.
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